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Abstract

We investigate methods of using CRC32 for compressing
Web URL strings and sharing of URL lists between
servers, caches, and URL switches. Using trace-based
evaluation, we compare our new CRC32 digesting
method againg existing Bloom filter and incremental
CRC19 methods. Our CRC32 method requires less CPU
resources, generates equal or smaller size digests,
achieves equal collision rates, and simplifies saitching.

1. Introduction and background

Globally distributed Web sites allow for identical content
to be contained in multiple servers and caches throughout
the Internet (Figure 1). In such systems, URL switching
is used to forward HTTP requests. Sharing of URL lists
enables routing of requests between the cache sites (e.g.,
[2] and [4]) and building of URL routing tables. To
reduce network bandwidth and router table size,
compressing of URL listsinto digestsis of interest. False
hits, or routing collisions, will occur when URL lists
contain expired entries or the same entry for different
content or when anon-existing URL is requested.

In summary cache [2] each URL in alig is hashed
into a 128-bit value usng an MD5 signature [7], which is
then partitioned into four 32-bit quantities further reduced
(by modulo division) to become indexes into a Bloom
filter [1] digest. A vector of m bitsis initialized to zero
and then individua bits are set based on hashes (with a
range of 1 to m) of set members. Bloom filters are
probabilistic, false hits result when unique members have
overlapping non-unique hashes.  Four indexes are
computed for each URL. Each entry in the Bloom filter
is a 4-bit counter where the counter is incremented when
a URL entry is added and decremented when it is
removed. The number of bits in the Bloom filter is the
“load factor” and is 8, 16, or 32 times the number of
entriesin the URL list. MD5 guarantees unigue hashes at
the expense of being very processor (or hardware)
intensive [7].
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Figure 1. Globally distributed Web infrastructure

We investigate the effectiveness of CRC32 as a
method for digesting and compare it to the Bloom filter
method of [2] and the incremental CRC19 digest of [4].

2. Trace-driven digesting methods evaluation

All experiments were executed on an 866-Mhz Dedll
Dimension Pentium 111 PC (running Windows 2000 and
using the Borland 5.02 “C” compiler and x86 assembler).
The input was a set of URL lists to be compressed into a
digest. These lists were obtained from the access logs:
CA*net squid proxy log (list #1) [6], alog from the USF
Computer Science and Engineering server (ligt #2), an
NLANR proxy log (list #3) [5], and a server log from
Virginia Tech (list #4) [8]. URL lists #3 and #4 are the
same as used in Summary cache [2]. See Table 1. The
last column isthe mean number of partsina URL.

Table 1. Summary statisticsfor accesslogs

#URLS Size URL len URL parts
List#1 2,552,045 140.75 MB 56.8 B 6
List#2 49,029 1.54 28.8 7
List #3 483,631 16.30 56.0 6
List#4 45,817 1.96 43.9 6
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Table 2. Results for experiments#1 and #2 (CPU timein seconds, size in Mbytes, and collisions as a per centage)

URL list#1 URL lig #2 URL lig #3 URL list #4
Method (L. Factor) CPU Sze Call CPU Size Coll CPU Sze Call CPU Size Coll
MD5-Bloom (8) 89.13 9.74 0.03 1.63 0.19 0.00 16.25 184 0.01 152 0.17 0.00
CRC32 16.22 9.74 0.03 0.27 0.19 0.00 251 184 0.01 0.20 0.17 0.00
32-bit checksum 14.85 9.74 071 0.24 0.19 0.22 229 184 0.30 0.20 0.17 0.08
LZ compression 17.35 16.43 0.00 0.23 0.25 0.00 332 4.00 0.00 0.27 0.31 0.00
MD5-Bloom (8) 89.13 9.74 0.03 1.63 0.19 0.00 16.25 184 0.01 152 0.17 0.00
MD5-Bloom (16) 92.37 19.47 0.00 17 0.37 0.00 16.99 3.69 0.00 159 0.35 0.00
MD5-Bloom (32) 97.40 38.94 0.00 184 0.75 0.00 18.20 7.38 0.00 1.70 0.70 0.00

Experiment #1 — Full comparison. For the Bloom filter
digests, aload factor of 8 was used (smallest load factor
in [2]). Table 2 shows results. The CRC32 digest
reguires about a factor of 6 less CPU time and with no
increasein collisons! LZ compression requires less CPU
time than Bloom filter and dightly more time than the
CRC32 method, but resultsin larger digest sizes. The 32-
bit checksum yields only dlightly better CPU time results
than CRC32 at an expense of higher collision rates.

Experiment #2 — MD5-Bloom varying load factor [2].
The last three rows of Table 2 show the results for MD5-
Bloom digesting with varying load factor.

Experiment #3 — Effects of URL length. A comparison
of MD5-Bloom and CRC32 for collison rate as a
function of URL length. Only URLSs of greater than 25,
30, ..., 80 bytes and load factor 8 were used. Figure 2
shows results for list #1, the other URL lists exhibit a
similar trend. Asthe URL length increases, the collision
rate decreases.

Experiment #4 — Digest size of hash chain method [4].
The digests of the four URL lists were larger than all
other methods from experiment #1 with the exceptions of
Bloom filter with load factor 32 for adl URL listsand LZ
and Bloom with load factor 16 for URL list #2. We did
not implement the full hash chain tree structure and
computed the digest size based on the number of
componentsin a URL and a shared tree structure (with 32
bits to represent a <depth, hash code> pair as proposed in
[4]). Hash chaining produces an average of 212% larger
digests than CRC32. CRC computation in software is
linear with the CRC length, hence the hash chain method
will require greater CPU time than the CRC32 method.
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Figure 2. Results from experiment #3

Experiment #5 — Direct hash-based look-up. Multiple
digests can be merged into one look-up table. Insertion
and deetion of entries is of the same complexity as a
switching look-up. CRC32 is already well randomized
and a subset of the 32-bits per URL can be used as hash
indexes. Table 3 shows the results for URL list #1 (with
2,552,045 entries).

Table 3. Resultsfor experiment #5 (hash chain length)

#hits Unique 2 3 4 50 more
20 223,768 272,424 220,69 134,523 105,115
24 2191565 | 166,850 8,524 298 4
28 2,528,110 11,902 44 0 0
32 | 2550483 79 0 0 0

3. Summary and future work

Compared to other methods CRC32 digesting requires
less CPU resources to generate the digest, produces
equivalent collision rates, and simplifies switching
decisions.  Collision-free hashing methods are not
sufficient to prevent fal se hits— more study is needed.
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