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Introduction

⚫ To reduce design complexity, networks are organized as a
series of layers, each one built upon its predecessor.

⚫ The set of layers and protocols is called a network
architecture.



Layers, Protocols, and Interfaces



Peers, Services, Interfaces, Protocol 
Stack

⚫ The entities comprising the corresponding layers on different 
machines are called peer processes. 

⚫ Layer n on one machine converses with layer n on another machine.  
The rules and conventions used in this conversation is called layer n 
protocol. Each protocol instance talks virtually to its peer.

⚫ Each layer communicates only by using the one below.

⚫ The interface between adjacent layers defines which services the 
lower layer offers to the upper one. Each interface must be clean-cut 
to minimize the amount of information passed between layers.

⚫ At the bottom, messages are carried by the physical medium.

⚫ A list of protocols used by a certain system, one protocol per layer, is 
called a protocol stack.



Protocol Hierarchies

⚫ Each lower layer adds its own header (with control information) to the 

message to transmit and removes it on receive



OSI Model 
A principled, international standard, seven-layer model to connect different 

systems.

– Provides functions needed by users  <message>

– Converts different representations  <PPDU>

– Manages task dialogs   <SPDU>

– Provides end-to-end delivery <segment>

– Sends packets over multiple links <packet>

– Sends frames of information <frame>

– Sends bits as signals <bit>
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OSI Layer Functionality

Physical Layer: Transmit raw bit stream

Transmission media characteristics: UTP, coax cable, fiber, satellite, wireless; 
bandwidth and frequencies, SNR.

Data Link Layer: Framing, Error Control, Flow Control

This is a Point-to-point layer.

Network Layer: Routing from source to destination

Static and Dynamic routing,
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OSI Layer Functionality

Transport Layer: Sequencing, Error Control, Flow Control 

This is an end-to-end layer from sending process (client) to destination process 
(server).

Session Layer: Dialog control

Presentation Layer: Syntax and semantics of data. E.g. cryptography and 
compression of data.

Application Layer: applications such as HTTP, FTP/SFTP, SSH, SMTP etc.
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TCP/IP Model

A four-layer model derived from experimentation; omits some OSI layers and 

uses the IP as the network layer.



OSI compared to TCP/IP Model  



Hybrid Model Used in the Text


